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Program Verification in BEDROCK [ChlI11]

Imperative Program

bfunction "length"("x", "n") [lengthS]
lln" & 0;;
[V 1s, PRE[V] s11 1s (V "x")
POST[R] [ R =V "n" + length 1s |
% 511 1s (V "x")]
While ("x" # 0){
"n" < "n" + 1;;
"X x4 4

"on non

X < *x X
+

Return "n"

Hints / Theorems
Def s11: list W — W — HProp := ...

Thm nil_fwd : V1s (p: W), p=0
— slllspk [ 1s = nil |.
Proof. .. Qed.

Thm cons_fwd : V1s (p: W), p #0
— slllsphk
Jx 3J1s’, [1ls=x: 1s' | =
3p, p— (x,p) *xsllls’p.
Proof. .. Qed.

W .
Thm s11MOk : moduleOk s11M.
Proof. vcgen; abstract (sep hints; finish). Qed. J
Bedrock [N ARD (ITP'14)
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Ltac-based Symbolic Execution

% Coq's tactic language

bfunction "length"("x", "n") [lengthS] Ltac Automation
"n" < 0;;
(AL} Ltac sym_eval :=
PRE[V] s11 1s (V "x") .
POST[R] [ R =V "n" + length 1s | repeat first
& el T () [ eapply step_read ; side_condition

While ("x" # 0) {
i S g 4 3 |
DRI | autorewrite with lemmas ].
X" 4% "x

i

Return "n"

‘{P—}q; o; c3{c;{R}
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{P'}c2; c3; ca{ R}
{P}c1; c2; c3; ca{R}

assume x # 0

a—8

(o]
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Ltac-based Symbolic Execution

bfunction "length"("x", "n") [lengthS] Ltac Automation
"n" < 0;;
(AL} Ltac sym_eval :=
PRE[V] s11 1s (V "x") .
POST[R] [ R =V "n" + length 1s | repeat first
& el T () [ eapply step_read ; side_condition

While ("x" 7 0) {
i S g 4 3 |
DRI | autorewrite with lemmas |.

i

Return "n"

{P"}aa{R}
{P"}csi ca{R}
{P'}c2; c3; ca{ R}
{P}c1; c2; c3; ca{ R}

assume x #0 n<+n+1 x< x+4

Co c3

(o]
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Ltac-based Symbolic Execution

bfunction "length"("x", "n") [lengthS] Ltac Automation
"n" < 0;;
(AL} Ltac sym_eval :=
PRE[V] s11 1s (V "x") .
POST[R] [ R =V "n" + length 1s | repeat first
& el T () [ eapply step_read ; side_condition

While ("x" 7 0) {
i S g 4 3 |
DRI | autorewrite with lemmas |.

i

Return "n"

P"+ R
{P"}ca{R}
: {P"}csi ca{R}
’ >5x the problem size! ’ {P'Yc; 3 ca{R}

{P}c1; c2; c3; ca{R}

assume x Z0 nn+1 x+x+4 X< *x

(o)) Cc3 Ch

(o]
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Computational Reflection [Bou97]

@ Write a function & prove it sound.
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=X AN T
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Computational Reflection [Bou97]

@ Write a function & prove it sound.

=X AN T
p ,#|P17P2|&

Q’ -

__________________________________ 5 |_ Syntactic
=t Semantic
(0]
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Computational Reflection [Bou97]

@ Write a function & prove it sound.

p = X% | p1 A p2 | True

Syntactic
S| Semantic
0]

AN

4/13
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Computational Reflection [Bou97]

@ Write a function & prove it sound.
’ Returned to the user
REFL PAQFER

XpNXq = Xpr AKX
seval(XpAXg)(c1;..) = Xpr AKX
{[XpAXo]}c1;-{R}
{P A Q}c1;..{R}

=X AN T
p ,#|P17P2|&@|

ConNnv

[XpAXg]F R
SOUND

CoNvV

Syntactic

0]
7777777777 seval_sound |- -----------B|-2--S-"
& | Semantic
0]

A
~
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Reflective Symbolic Execution

Fix seval (p : prop) (c : list cmd) :=

match ¢ with
| nil = p
Ind prop := True | p A q | Readxy 1 ¢ =
seval (eval_read pxy) c
| . = ..
Def [ p [prop 1= end
match p with
| PAQ= [Plorop N [Qlprop Thm seval_sound : V p c q,
| . = .. |} sevalpc=gq— {[q]} c {[q]}
Proof. .. Qed. )

Y

. @ @

ARD (ITP'14) 5/13

A 4

Computational Reflection MIRRC




Reflective Symbolic Execution

Fix seval (p : prop) (c : list cmd) :=
match ¢ with

| nil = p

| Readxy:: ¢c =
seval (eval_read pxy) c

| . = ..

end

Ind prop := True [p A q | e1—e

(S—1

Det [ p Jprop :=
match p with
| PAQ=[Plp
| . = ..

seval_sound : Vpcq,

seval p c = q = {[q]} ¢ {[al}.
Proof. .. Qed.

Side conditions?

Y

. @ @
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Reflective Symbolic Execution

Ind arith:= ... | e1 + ey | el — e

match ¢ with
| nil = p
| Readxy:: ¢c =
seval (eval_read px y) c

Ind prop := True [p A q | e1—e

Def [ p lorop =
match p with

| P A0 = [Ploo

| . = ..

seval_sound : Vpcq,

seval p c = q = {[q]} ¢ {[al}.
Proof. .. Qed.

Side conditions?

Fix seval (p : prop) (c : list cmd) :=

Y

T
. () )
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Reflective Symbolic Execution

Fix seval (p : prop) (c : list cmd) :=
match ¢ with

| nil = p

| Readxy:: ¢c =
seval (eval_read px y) c

| ... = ..

end

Ind arith:= ... | e1 +ex| el — e
Ind lists := ... | e i e | nil

Ind prop := True [p A q | e1—e
| list e1 €2
fS—
Dot [ p Iop i=
match p with
| PAQ= [Plpg
| . = ..

seval_sound : Vpcq,

seval p c = q = {[q]} ¢ {[al}.
Proof. .. Qed.

Side conditions?

predicates

list \‘ arith

seval

Y

T
. _J )
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A




Compositional Syntax

Syntactic

Semantic

g
5
g
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Compositional Syntax

o Simple core language Ind typ := Typ (key : K).
Ind expr (=
Call (key : K) (args : list expr)
| Var (idx : N)

Ind prop :=p A q| True | 3;: p

Syntactic

i H 5 I Il' Semantic

Compositional Computational Reflection EEYBROIS AN N (NN ST )]
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Compositional Syntax

o Simple core language Ind typ := Typ (key : K).

o Extensible via environments 114 expr :=
Call (key : K) (args : list expr)
| Var (idx : N)
Ind prop :=p A q | True | 3¢ p

I I l ' Semantic
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Compositional Syntax

o Simple core language Ind typ := Typ (key : K).

o Extensible via environments 114 expr :=
Call (key : K) (args : list expr)
’ type environment ’ return type’ | Var (idx : N)

Ind prop :=p A q | True | 3 p

’denote\}cs set: typD tst

=== - -~ = 1

. . |
l function §nV|ronment ’ext I
T ext T |

i H 5 I Il' Semantic
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Reasoning with Environments

Specialized Syntax

Def prove_zero e : bool :=
match e with
| Pluslr = ...

Thm prove_zero_sound : V e,
prove_arith e = true —
arithD e = 0.

Compositional Computational Reflection MIR

SHARD (ITP'14)

Generic Syntax

Def prove_zero e : bool :=
match e with
| App? [1; r] = ...

Thm prove_zero_sound : V ts fs e,

prove_arith e = true —
denote ts fs e T; = 0.

7/13



Reasoning with Environments

Speciaized Synox

Def prove_zero e : bool := Def prove_zero e : bool :=
match e with match e with
| Pluslr = ... | App? [1; r] = ...
Thm prove_zero_sound : V e, Thm prove_zero_sound : V ts fs e,
prove_arith e = true —
arithD e = 0.
v

prove_arith e = true —
denote ts fs e T; = 0.
N\

‘ - | - |T‘ Where is N7
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Reasoning with Environments

Specialized Syntax

Def prove_zero e : bool :=
match e with
| Pluslr = ...

Thm prove_zero_sound : V e,
prove_arith e = true —
arithD e = 0.

Compositional Computational Reflection MIR

Generic Syntax

Def prove_zero e : bool :=
match e with
| App? [1; r] = ...

Thm prove_zero_sound : V ts fs e,
let ts := ts @ tcarith in

prove_arith e = true —
denote ts fs e Ty = 0.
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Reasoning with Environments

Speciaized Synox

Def prove_zero e : bool := Def prove_zero e : bool :=
match e with match e with
| Pluslr = ... | App1[1; r] = ...
Thm prove_zero_sound : V e, Thm prove_zero_sound : V ts fs e,
prove_arith e = true — let ts (= ts @ tcarith in
arithD e = 0. let fs := fs @ fcarith in
o prove_arith e = true —
denote ts fs e Ty = 0.
v

n ] [ A P | F

2] 2]
Aith | 2 | N[ 2 | | 7 [Ti=eTioTit| 7 |
| N |7 | | A |Ti=TioTit| Fu

Compositional Computational Reflection MIRRC
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Semantic Composition

Thm arith_zero_sound : V ts' fs’, Thm list_nil_sound : V ts' fs’,
let ts := ts' @ tcyy in let ts := ts’ @ tcjs in
let fs := fs' @ fcu in let fs := fs' @ fcj in
Ve, Ve,
arith_zero hs goal = true — list_nil e = true —
denote ts fs e Tp = 0. denote ts fs e Tgp = nil.
Proof. ... Qed. Proof. ... Qed.

List [listN| N | ? |

aith | 2 | N[ 7|

8 /13
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Semantic Composition

Thm arith_zero_sound : V ts' fs’, Thm list_nil_sound : V ts' fs’,
let ts := ts' @ tcyy in let ts := ts’ @ tcjs in
let fs := fs' @ fcu in let fs := fs' @ fcj in
Ve, Ve,
arith_zero hs goal = true — list_nil e = true —
denote ts fs e Tp = 0. denote ts fs e Tgp = nil.
Proof. ... Qed. Proof. ... Qed.

List [listN| N | ? |

aith | 2 | N[ 7|

listN| N | 7 |

SHARD (ITP'14) 8 /13
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Semantic Gemracitian
(ts @ tciist) D tCarith

Thm arith_zero_sound ¢ ts’ fs',
let ts := ts' @ tcyy in
let fs := fs' @ fcu in
Ve,
arith_zero hs goal = true —

denote ts fs e Tp = 0.

(ts © tCaritn) © tCiist

Thm list_nil_sound/: V ts' fs’,
let ts := ts’ @ tcjs in
let fs := fs' @ fcj in
Ve,
list_nil e = true —
denote ts fs e Tp = nil.

Proof. ... Qed. Proof. ... Qed.
aith | 7 | N[ 7
52
List [listN| N | ? |
listN| N | 7
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Semantic Gemracitian
(ts @ tciist) D tCarith

Thm arith_zero_sound%%s' fs',
let ts := ts' @ tcyy in
let fs := fs' @ fcu in
Ve,
arith_zero hs goal = true —
denote ts fs e Tp = 0.
Proof. ... Qed.

(ts © tCaritn) © tCiist

Thm list_nil_sounﬂv ts' fs',
let ts := ts’ @ tcjs in
let fs := fs' @ fcj in
Ve,
list_nil e = true —
denote ts fs e Tp = nil.
Proof. ... Qed.

List [listN| N | ? |

D

aith | 2 | N[ 7|

Symmetric composition L

Canonical environments

’IistNl N ‘ ? ‘

Compositional Computational Reflection Mir

SHARD (ITP'14)
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Compositional Symbolic Execution

@ Compose provers with compatible constraints
@ Parameterize seval by provers for side-conditions

seval

Y

O -8————8
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Compositional Symbolic Execution

@ Compose provers with compatible constraints
@ Parameterize seval by provers for side-conditions

seval

;utorewrite
] -———8
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Compositional Symbolic Execution

@ Compose provers with compatible constraints
@ Parameterize seval by provers for side-conditions

predicates

Compositional Computational Reflection IO AN N (NN ST )]
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Generic (Reflective) Extension

@ Abstraction enables generic, reusable procedures.
— Avoid boiler-plate automation & proofs!

@ autorewrite — rewrite Def s11: list W — W — HProp i= ..
with a collection of Thm nil_fwd: ¥ 1s (p: W), p = 0
— slllsp=— [ 1s =nil |.
lemmas Proof. .. Qed.

Thm cons_fwd : V 1s (p: W), p #0

— slllsp=—3x 31s’, [1ls=x::1s"] *
3p, p— (x,p') *sllls’ p.

Proof. .. Qed.

Thm s11MOk : moduleOk s11M.
Proof. vcgen; abstract (sep hints; finish). Qed.

Generic Extension 10 / 13



Generic (Reflective) Extension

@ Abstraction enables generic, reusable procedures.
— Avoid boiler-plate automation & proofs!

@ autorewrite — rewrite Def s11: list W — W — HProp i= ..
with a collection of Thm nil_fwd: ¥ 1s (p: W), p = 0
— slllsp=— [ 1s =nil |.
lemmas Proof. .. Qed.

Thm cons_fwd : V 1s (p: W), p #0

— slllsp=—3x 31s’, [1ls=x::1s"] *
3p, p— (x,p') *sllls’ p.

Proof. .. Qed.

Thm s11MOk : moduleOk s11M.
Proof. vcgen; abstract (sep hints; finish). Qed.

Constructed automatically

Hint Database

Generic Extension MIRRC
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Generic (Reflective) Extension

@ Abstraction enables generic, reusable procedures.
— Avoid boiler-plate automation & proofs!

@ autorewrite — rewrite
with a collection of
lemmas

Def s11: 1list W — W — HProp := ...

Thm nil_fwd:V1s (p: W), p=0
— slllsp=— [ 1s =nil |.
Proof. .. Qed.

Thm cons_fwd : V 1s (p: W), p #0

— slllsp=—3x 31s’, [1ls=x::1s"] *
3p, p— (x,p') *sllls’ p.

Proof. .. Qed.

Thm s11MOk : moduleOk s11M.
Proof. vcgen; abstract (sep hints; finish). Qed.

’ rewrite_all_sound ‘

Generic Extension

T

ARD (ITP'14)
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Generic (Reflective) Extension

@ Abstraction enables generic, reusable procedures.
— Avoid boiler-plate automation & proofs!

@ autorewrite — rewrite
with a collection of
lemmas

Def s11: 1list W — W — HProp := ...

Thm nil_fwd:V1s (p: W), p=0
— slllsp=— [ 1s =nil |.
Proof. .. Qed.

Thm cons_fwd : V 1s (p: W), p #0

— slllsp=—3x 31s’, [1ls=x::1s"] *
3p, p— (x,p') *sllls’ p.

Proof. .. Qed.

Thm s11MOk : moduleOk s11M.
Proof. vcgen; abstract (sep hints; finish). Qed.
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Compositional Symbolic Execution

@ Compose provers with compatible constraints
@ Parameterize seval by provers for side-conditions

predicates
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Compositional Symbolic Execution

@ Compose provers with compatible constraints
@ Parameterize seval by provers for side-conditions
@ Include predicate unfolding hints

predicates

) =8
) end-to-end )

0.3s
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Related Work

@ ‘“Intensional” Theories (e.g. Coq, Agda)

@ Simple Types [GWO07] — Similar term representation

@ AAC Tactics, ROmega, field, ring [BP11, GMO05, Les11] — reflective
procedures

© Posteriori Simulation [CCGHRGZ13] — Faster computation

@ Mtac [ZDK'13] — Coq extension (proof-generating)

© SSreflect [GM10] — Coq library (proof-generating)
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Recap

bfunction "length"("x", "n") [lengthS]
"n" < 0;;
[V 1s,
PRE[V] s111s (V "x")
POST[R] [ R = V "n" + length 1s | * s11 1s (V "x")]
While ("x" # 0) {
"n" < "n" + 1;;
nxt e xt 4
"x"o— ok "x"
Jies

Return "n"

Def s11: list W — W — HProp := ...

Thm nil_fwd : V1s (p: W), p =0
— slllsp = [ 1s =nil ].
Proof. .. Qed.

Thm cons_fwd : V1s (p: W), p #0

— slllsp=—3x 31s’, [Ils=x:1s"] =
3p, p— (x,p') *sllls’ p.

Proof. .. Qed.

seval @ entailment @ rewriting @ lemmas @ provers

Thm s11MOk : moduleOk s11M.

Proof. vcgen; abstract (sep hints; finish). Qed. J

https://github.com/gmalecha/mirror-shard
https://github.com/gmalecha/bedrock-mirror-shard

MirrorCore @ Coq Workshop
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